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Setup OPNsense with HAProxy and Let's Encrypt

Posted Sep 11, 2023 . Updated Apr 3, 2025

Create a reverse proxy with OPNsense and HAProxy using Let's Encrypt certificates

By Marcus Holtz 27 min read

Setting up HAProxy and Let’s Encrypt on OPNsense

If you’re reading this, wondering why my blog came up before the official documentation - they’ve removed the original documentation on

account of thier enterprise-only Reverse Proxy and Webserver.

You can find a copy of the original documentation at archive.org

HAProxy uses ACME Let’s Encrypt for SSL authentication

OPNSense’s HAProxy package can use ACME for certificates.

First, we must install those two packages.

Installing required software

1. Inyour OPNsense, goto: System --> Firmware --> Updates and install all updates.

2. Then, head to: system --> Firmware --> Plugins and install the following plugins: os-acme-client , os-haproxy
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There are several changes we have to make to the defaults of OPNsense before we can intake traffic toour router.

In OPNsense goto: System --> Settings --> Administration

You will need to checkbox the Disable web GUI redirect rule and changethe web GUI TCP port toanumberyou canremember,

example:4443.

This change is to allow your router toreply to requests on the default ports for HAProxy’s traffic (80/443). By moving the port number

OPNsense uses, you’re able to free up those port numbers for HAProxy.

©  Again, be sure you have change the web GUI TCP port to**anumberyou canremember.**

Then, reconnect to OPNsense’s web interface using the port you entered, example: https://192.168.1.1:4443

| like touse avirtual IP instead of just pointing all traffic back to the localhost.

It helps me see traffic alittle bit better.If you want to create avirtual IP open: Interfaces --> Virtual IPs --> Settings

When thinking about this new IP address for your “SSL Offloading Server” you would want to chose an IP that belongs to another network

than any you’re using.

The localhost subnet should, generally, be available to us to help avoid IP conflicts in your local network.

The chosen IP/Subnet will be the IP on which the HTTP_frontend and HTTPS_ frontend will be listening on.

We can use anything from 127.0.0.0-127.255.255.255. For this, we will choose to use: /32

1. Mode should be 1P Alias

2. Interface canremain LAN

3. Network Address isthe addresswe picked above /32

4. Save.

5. Apply.

To make things easier on us, we should create an alias for all the ports we need HAProxy to use.

Goto: Firewall --> Aliases
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Now, we are going to create an alias for the ports that HAProxy will be listening on.Click the add button to begin.
1. Name anythingyou like, example: HAProxy Ports .
2. Type should be Port(s)
3. content needstobe 80 and 443 .You cantype the numberand hit enter to save the field.

4. Now, both ports are set and we have arecognizable name for the alias, click save.

Modify the firewall: Firewall --> Rules --> WAN
Make afirewall rule to allow any inbound traffic on the WAN interface connectingtothe HAProxy Ports alias.

1. Add anew firewall rule.

2. Set the action to Pass

3. Interface iS WAN

4. Direction is IN

5. TCP/IP version 4

6. Protocol needs TCP

7. Source canbe Any

8. Destination needstobe This Firewall

9. Destination port range should be set toour HAProxy Ports alias.

10. Save.

Head tosettings: System --> Settings --> Cron tocreate anew cron job.
Because our certificate hasthe ocsp Must Staple extensionwe need toupdate HAProxy’s OCSP data regularly.

If thisisnt done, clients connecting to HAProxy will get asecurity warning and won’t be able to connect.

| have had issues with OCSP Staples sol set my cronjob to run everyday, every hour. This is more than likly not nessasary and may be a part of

thistutorial that | update... but until then...
1. Add anewcronjob, set any number for Minutes and the otherfieldsshould bean * .

2. For command choose update HAProxy OCSP data .

3. Save.
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Moving on, goto: Services --> ACME Client --> Settings

1. Uncheck show introduction pages

2. Check Enable Plugin

3. We don’t need the HAProxy integration .Leave thisone alone.ltisfor ‘HTTP-01’ and this tutorial isusing the ‘DNS-01’ challenge.

Click onthe update Schedule tab nexttothe Settingstab inthe ACME Client services section.

Thisislocated in: Services --> ACME Client --> Settings --> Update Schedule

o The update schedule tab will allows usto configure at which time of the day our certificates are renewed.

If everyone renews their certs at the same time, let’s say, on the :00 of the hour - there will be a heavy load of renewals on the CA.

You want your renewal request to happen at atime of the day where there is not much load on your services as well. The ACME plugin

restarts HAProxy so it can use your new certificates which resultsin a very short downtime of HAProxy.

e Pick fromthe numbersbelow forthe minutes of the Renew ACME certificate command, the houris up toyour use case.

235711131719 23 29 31 37 41 43 47 53 59

Once you complete the certificate renewal, you have to make sure the service restarts so it uses the newfile.

To automate our service restart, visit: Services --> ACME Client --> Automations

Inorder to restart HAProxy after the cert updates, create anew automation.

1. Name canbe anythingtoidentify the automation, example: RestartHAproxy

2. Run command should select the command Restart HAProxy (OPNsense plugin)

Next, goto: Services --> ACME Client --> Accounts

1. Onthis page, entera name - forreference, | use the domain name (ssltest.house.lan).
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Note:You can use the staging environment, Let's Encrypt Test CA,instead of the default ACME CA Let's Encrypt

Torequest a certificate, we need to issue a challenge.

Head to: Services --> ACME Client --> Challenge Types

To get awildcard certificate we need to use aDNS challenge. Thistells Let’s Encrypt we own the entire domain and can therefore issue

certificates to the subdomains beneath it.

1. For name | would put the assocaited domain and the challenge type (acmednstest.house.lan).

2. Challenge Type should be setto DNS-01

3. DNS Service isup toyour provider.
o luse CloudFlare, as anyone can use them by changing Nameservers.Create a new API Token (with correct credentials).

4. Save and double check you got the Account ID, APl Token, and all credential’s permissions set correctly.

Issue acertificate: Services --> ACME Client --> Certificates

1. common Name isthe URL of the certificate you’re requesting. We want a wildcard for asubdomain (*test.house.lan).

N

. Select the ACME Account we created earlier (example:ssltest.house.lan).

w

. Choose the challenge Type that you named above (example - acmednstest.house.lan).

4. Key Length isapreference.luse ec-384 .Generally, the higher numberthe better.

(&)

. Be sureyou check the oscp Must staple checkbox.Thisisamodernrequirement.

6. Automations should have ourrestart policy we made earlier, select that now.

7. Save

©  Depending onwhat Certificate Authority you chose earlier (Test CA or Not) will issue your certificate.

Toissue your certificate, you need to hit the circular arrow button ,it’salongside all the other buttonsunder commands

Check what happened at: Services --> ACME Client --> Log Files --> ACME Log

There are two tabs, System and ACME Log.

o System will display what OPNsense decided todo.

e ACME Log is the script that runs.You can find most errors here.
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Goback to: Services --> ACME Client --> Accounts

Since you, presumably, successfully issued astaging certificate you can now change from the test environment to the default Acve ca

Let's Encrypt andissue the production certificate.

Back to: Services --> ACME Client --> Certificates
Now, again, you dont need to do thisif you’ve already used the production server to generate a certificate.
Otherwise, forcefully issue your certificate withthe circular arrow button

This time it you should receive avalid and trusted SSL certificate.Make sure to check the ACME log for any errors though!

Thisis where the convoluted part begins. The instructions sound similar and become more difficult to understand. There are several

sections, including using a map file, rules, conditions, backend server pools, services, dns overrides and more.

Pleasere-read if needed and be patient.

©  Please note, alot of these pages are located as dropdowns in the menu headers on the settings page.

First, we need to set the defaults we’re going to use across the HAProxy service in:

Services --> HAProxy --> Settings --> Service

On this page,

1. Uncheck Show introduction pages

2. Docheckbox Store 0CSP responses

Let’sturnit on: Services --> HAProxy --> Settings --> Service

On this page just checkbox Enable HAProxy and hit ~Apply.

1. Then, Apply.
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The next drop down we need is: Services --> HAProxy --> Settings --> Global Parameters
1. Inthe upper left hand corner, check the advanced mode button.
2. The number of HAProxy threads should not exceed the number of CPU threads of your OPNsense (example, 4).
3. Maximum connections keepsfrom overloading the server, say 800

4. Increase the Maximum SSL DH Size tO 4096

5. Apply.

HAProxy Default Paramaters

This areawill helps ustemper ourreverse proxy to ensure there isnt an overloaded server.
Enter: Services --> HAProxy --> Settings --> Default Parameters

1. Maximum Connections (Public Services) setto 1200

2. Maximum Connections (Servers) setto 8000

3. You can leave everything else the same.

4. Apply.

HAProxy background services configuration

Setting conditions for non-HTTPS connections

Here we only need to create aNoSSL_ condition, whichis necessary in order to identify non-HTTPS traffic. This will be our only condition.

Next, goto: Services --> HAProxy --> Settings --> Rules & Checks --> Conditions

1. Name should be set to NoSSL _condition .

2. Condition type needstobe configuredto Traffic is SSL (locally deciphered) .

3. Negate condition hasto be checked forthisrule to make sense.

4. Apply.

Map file for ease and convenience

Map files are found in: Services --> HAProxy --> Settings --> Advanced --> Map Files

Here we will create anew map file PUBLIC_SUBDOMAINS_map file for our public subdomains that we want to access from outside of our

network.
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our NEXTCLOUD_server”).

1. Name iS PUBLIC_SUBDOMAINS_mapfile

2. content forthisexample, should look like:

Plaintext

# comment to tell you comments are allowed
nextcloud NEXTCLOUD_backend

3. Apply.

Finally, goto: Services --> HAProxy --> Settings --> Rules & Checks --> Rules

Here we add the rules that decide what to do with the traffic based on our map files (or conditions if necessary).

First, we must create aHTTPtoHTTPS_rule that will forward all HTTP trafficto HTTPS port, soit cangotoour HTTPS_frontend.

1. Name iS HTTPtoHTTPS_ rule .

2. Select conditions thisisset tothe condition made earlier, the NoSSL_condition .

3. Execute function are built into HAProxy, the one we want is http-request redirect .

4. HTTP Redirect thisis part of the paramateres for the function we chose earlier. Copy & Paste:

Plaintext

scheme https code 301

5. Save.

The PUBLIC_SUBDOMAINS_rule mapsour subdomains to our backends using the map file we created in the previous step.

Continuingin Rules .Make anew rule for mapping domains to backends using a map file.

1. Name iS PUBLIC_SUBDOMAINS_rule

2. Execute function must be setto Map domains to backend pools using a map file.

3. Map file must also be set, the map file made above was named PUBLIC SUBDOMAINS mapfile .

4. Save.

5. Apply.
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@ Thisisthe meat and potatos of the tutorial. You will either get satiated or sick.

First goto: Services --> HAProxy --> Settings --> Real Servers

Thisis where all of the servers onyour network live. These are the “real servers” that exist on your network to which HAProxy can
communicate with inorder to faciliate areverse proxy.Note:unless you’re encrypting from the server to HAProxy with an internal CA, you

dont need to verify SSL certificates.

1. Name add ssL server forourvirtual IP address we set earlier.

2. 1P will be the address of the virtual IP

w

. Uncheck verify SSL Certificate

4. Save.

()]

. Apply.

=

. Name add the name of your service for reference here, example: NEXTCLOUD_server

N

. IP enterthe IP address of the machine you want to reverse proxy.

3. port enterthe port numberforthe service(s) you want to proxy.

4. Uncheck verify SSL Certificate

5. Save.

()}

. Apply.

Next goto: Services --> HAProxy --> Settings --> Virtual Services --> Backend Pools

These are servers that lie in the backend pool. The backend pool cares for health monitoring and load distribution. If you had multiple

servers sending out the same content, they’d reside in the same pool group.

A Backend Pool must be configured, even if you only have one server.

Next, we will create the SSL_backend. Thisis the backend to whichthe SNI_frontend sends most of its traffic to.

SSL_backend
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2. Name use SSL_backend forthe first pool.

3. Mode issetto TCP (Layer 4) forthe SSL_backend.

4. Proxy Protocol needstobe configured for version 2.

5. servers should be setto ssL server made earlier, the one you made with the virtual IP

6. Save.

©® Make surethat “SSL_backend” above is set to TCP mode, since the “SNI_frontend” is also running in TCP mode and you can’t mix

HTTP mode and TCP mode with afrontend to backend.

Adding application service backends

Now we create the backend that belongs to an actual service.

¢ You will need one backend for each service.

e Make SURE the backend is named the same as the one in your mapfile!

1. name should reference the service you’re adding, example: NEXTCLOUD_backend

2. Mode needstobe HTTP (Layer 7) [default],thisisdifferent fromthe SSL_backend.

3. servers settothe corresponding Real Server you made earlier.

4. Save.

5. Apply.

Note:If you have multiple servers serving the exact same content than you will want to add all serversinto asingle backend so HAProxy can

actually balance the load between the servers.

© Thisstepis not required if you used the map file, this is an optional step!

If you didnt use a map file, or had a more particular configuration setup than “starts with”, feel free toset rules topointa condition toa

backend pool that you made.

The condition isgenerally made forthe condition type .Again, as mentioned above, Host starts with .

The Rule statesif the conditionis met to execute afunction.The functionbeing, Use specified Backend Pool .

Next, goto: Services --> HAProxy --> Settings --> Virtual Services --> Public Services
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You will have to place the rules for all of your services that you don’t want to get SSL offloaded in here.

At first we will create our SNI_frontend which will decide whether the traffic is going to be SSL offloaded or not.

Our default backend in this frontend will be the SSL_backend, that redirects all traffic to the virtual SSL_server whichis actually the
HTTPS_frontend.

1. Name is ©_SNI frontend

)

Description should be Listening on 0.0.0.0:443, 0.0.0.0:80 because you dont get tosee the Listen Addresses for Public Services.

It’s a convience thing.

3. Listen Addresses needtobetypedin, beginwith 0.0.0.0:443 and thenenter 0.0.0.0:80

4. Type needstobe TcCP

5. Default Backend Pool isforthe ssL backend

6. Save.

~

. Apply.

Now we will create our HTTP_ frontend.

Make sure to place the HTTPtoHTTPS rule inthisfrontend!

This frontend is necessary in order to redirect HTTP traffic to HTTPS.But you could also use it to serve non SSL encrypted services on port
80.

1. Create anew Public Service and inthe upper left hand corner of the create page, find advanced mode and turnit on(green).

N

. Name iS 1_HTTP_frontend

3. Listen Addresses is :80 thiscombines our localhost address, plusthe HTTP port :80 .

4. Bind option pass-through must be:

Plaintext

accept-proxy

5. Checkbox Enable HTTP/2

6. Also, checkbox Xx-Forwarded-For header

7. select Rules needstohave HTTPtoHTTPS rule set by clickinginside the square and selectingit.

(00)

. Save.

(o)

. Apply.
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Now, the big show, create an “HTTPS_frontend”.

e Thiswill be the primary frontend for traffic.

» It will be doing SSL offloading using the Let’s Encrypt certificate from the begining of this tutorial.

* You will place the “PUBLIC_SUBDOMAINS_rule” and any other rules for services that you want to get SSL offloaded in here.

1. Create anew Public Service

N

. Inthe upper left hand corner of the edit page, find advanced mode and turnit on(green).

3. Name iS 1_HTTPS_ frontend

4. Listen Addresses is :443 this combines our localhost address, plusthe HTTPS port :443 .

5. Bind option pass-through must be:

Plaintext

accept-proxy

6. Checkbox Enable SSL offloading

~

. Anew settings area, ‘SSL Offloading, will appear, and you will need to select your Let’s Encrypt certificate underthe certificates

section.

=

SSL option pass-through should be set to:

Plaintext

curves secp384ri

9. Enable Advanced settings needstobe checked.

o ThisopensaNEW section for Cipers

Last updated/verified on 20230223 using Mozilla SSL Configuration Generator.

All ciphers with astrength of 128 bit or below have been removed in order to get a100% A+ rating at SSL Labs.

Plaintext

Cipher List
ECDHE -ECDSA-AES256 -GCM-SHA384 : ECDHE -RSA-AES256 - GCM-SHA384 : ECDHE -ECDSA-CHACHA20-POLY1305 : ECDHE -RSA-CHACHA20 -
POLY1305:DHE-RSA-AES256-GCM-SHA384

Cipher Suites
TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256

1. cipher List should read fromthe code block above ECDHE-ECDSA-AES256-GCM-SHA384 : ECDHE -RSA-AES256 - GCM- SHA384 : ECDHE - ECDSA -

CHACHA20-POLY1305: ECDHE-RSA-CHACHA20-POLY1305:DHE-RSA-AES256 -GCM-SHA384

2. Cipher suites should alsoread fromthe code block above TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256



https://ssl-config.mozilla.org/#server=haproxy&version=2.4.17&config=intermediate&openssl=1.1.1o&guideline=5.6

— Post o}

4. HSTS preload alsoneedschecked.

5. HSTS max-age canbeincreasedto 63072000

6. Bind options needtohave prefer-client-ciphers removed, and add no-sslv3, no-tlsvi®@, no-tlsvill, no-tls-tickets

7. Checkbox Enable HTTP/2

8. Also, checkbox X-Forwarded-For header

9. Select Rules needstohave PUBLIC SUBDOMAINS rule set by clickinginside the square and selectingit.

10. Save.

11. Apply.

Anytime you want to add a new service and subdomain here are the steps:

1. Create a Real Server that pointstothe IP addressand PORT of the service that is running (example:I’m running Proxmox and want to
verified SSL that service.l’d find the IP address of the machine, and the port number of the service you’re trying to connect to.In
Proxmox’s case thisis: [IP-192.168.1.12 with a PORT 8006] and, as Proxmox is encrypted by default, we must check the ssL checkbox
totell to HAProxy to expect an SSL connection. MAKE SURE to UNCHECK verify SSL Certificate .)

o That’sit! There are alot of options, but all the Real Server needsisIP and PORT and if that port is SSL or not.

2. Creating anew Backend Server .Enter YOURSERVICENAMEHERE_backend for the name of this backend server. Then, select the name

of the Real Server created above inthe servers section.
o Thisis where your pool would live if you had multiple servers doing the same thing.

3. Modifing the Rules file.Thisiswhyit’simportant to be consistant with names, we now must enter the subdomain to match witha

backend.Naming our backends consistantly helps ensure when we need to add/edit the map file, it’s seemless.
o The map file matches the entered subdomain with the backend service.
4. Restart HAProxy.

o That’sright nothing will work unless HAProxy loads the new map file.

If you didnt use amap file and are not going to point your traffic toaVirtual IP, then these instructions should get you up and running.

1. Name set it toanytingyou like, example: Public_Faceing_Pool .

2. Listen Address should be yourPublic IP Address with port 443 onthe end, example: 123.45.67.89:443 .

3. Type iS HTTP/HTTPS (SSL offloading) [default] .

4. pefault Backend Pool canbe set toanybackend pool you made earlier - for testing of course, as ALL subdomains will connect to this

one backend that then finds the server.
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6. certificates if you click inthe box, you should see the certificate name you used above.

7. Default certificate thisisadrop down, choose.

8. Select Rules usetherulethat connectsthe conditionto the backend pool.

9. Save.

Just try toaccess your URL “nextcloudtest.house.lan” from any device that is not connected to your local network, a good test device is

your smartphone on cellular data.

You can now test your SSL settings at: https://www.ssllabs.com/ssltest/index.html

If you try to access your URL “nextcloudtest.house.lan” from adevice in your internal network, it should fail. Not just because that’s not a

real TLD, but because your search domainisin your local network.
There are two ways of fixing this.
* With (OptionA) being the better of the two. *OptionA- Split DNS
e With (Option B) you lose the ability to track originating source IP in HAProxy when going through NAT.

e Option B- NAT Reflection

Option A presumes you can create DNS entries on your local network’s DNS.

Unbound DNS will easily set up DNS overrides.

Toset thisup, goto: Services --> Unbound DNS --> Overrides

e Hereyou will need tocreate “Host Overrides” for each of your services.

* Yes, every subdomain that you want to seperate from the upstream public DNS.

The IP address can be any LAN (or VLAN) interface IP of your OPNsense.

| am using the LAN IP for OPNsense, 192.168.1.254 on whichthe ©_SNI_frontend isalso listening on.

1. Host setthenameto *

2. Dbomain should be the subdomainyou registered the Let’s Encrypt certificate for, example: “test.house.lan”.

3. Type isan A (IPv4 address)
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5. Save.

This option uses firewall rules to check NAT first.

Please note that “NAT Reflection” is only applicable when port forwarding.

Open: Firewall --> NAT --> Port Forward

Create anew rule with the following:

1. Interface issetto wAN

2. Destination needstobe wWAN address

3. Destination port range should be set tothe alias, HAProxy_Ports

4. Redirect target IP should be one of the Virtual IPs we set earlier that the © sSNI_frontend islistening on.

5. NAT reflection must changed tobe Enable forthistowork.

(@)

. Save.

Imagine you have aservice that you would like to access / protect using your brand new reverse proxy without making it available on the

internet?

Well, HAProxy has got you covered!

Going back to the map files section: Services --> HAProxy --> Settings --> Advanced --> Map Files

1. Clone the current, PUBLIC_SUBDOMAINS_ mapfile ,rename it to LOCAL_SUBDOMAINS_mapfile .

2. Add all of the subdomains you want to be local-access-only along with their corresponding backends.

© Keep in mind that the contents of your “PUBLIC_SUBDOMAINS_mapfile” must also be inthe “LOCAL_SUBDOMAINS_mapfile”.

Soif you place your puBLIC SUBDOMAINS rule beforeyour LOCAL SUBDOMAINS rule inthe frontend configuration, you won’t get accessto

your local-access-only subdomains.

© Vice versathis will also happen and you will no longer have access to your public subdomains.

To avoid this you have to also put the content of your PUBLIC SUBDOMAINS mapfile inthe LOCAL SUBDOMAINS mapfile and place theirrules

in the correct order.
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Plaintext

# local access only subdomains
localstuff MYSTUFF_backend

# public access subdomains
nextcloud NEXTCLOUD_backend

Conditions are in HAProxy: Services --> HAProxy --> Settings --> Rules & Checks --> Conditions
Now you need to create anew condition that detects if the source of the request isalocal IP.

1. Name isset setto LOCAL_SUBDOMAINS_SUBNETS_condition

2. Condition type should be Source IP matches specified IP

3. The source 1P should be assmall and specific to your network as possible, or just use the entire RFC1918 IP range:

Plaintext

|10.0.0.0/8 172.16.0.0/12 192.168.0.0/16

You can use the predefined “Source IP is local” condition instead if needed.

If you reallyneed to, you can use DNS entries to match IPs that should be able to access local services.

But the resolving is only done once during the start / restart of HAProxy.

Move overtorules: Services --> HAProxy --> Settings --> Rules & Checks --> Rules
1. Clone the current, PUBLIC_SUBDOMAINS_rule ,rename it to LOCAL_SUBDOMAINS_rule
2. Name iS LOCAL_SUBDOMAINS_rule

3. Select Conditions and check/select the LOCAL_SUBDOMAINS SUBNETS condition you made earlier.

o If you are using more than one set of SUBDOMAIN_conditions, you will need to change the Logical operator for conditions to

OR .

4. Execute function needstobesetto Map domains to backend pools using a map file
5. Map file should be set tothe name of our cloned and recreated mapfile, LOCAL SUBDOMAINS mapfile

6. Save.

Final step: Services --> HAProxy --> Settings --> Virtual Services --> Public Services

1. Edit your 1_HTTPS_frontend
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3. Make sure you have your LOCAL_SUBDOMAINS rule first.

o Thisneedstobeinthe upperleftcorner, asin, first.

@ Make sureyour LOCAL_SUBDOMAINS_rule comesbefore your PUBLIC_SUBDOMAINS_rule entryinthe rulesforyour HTTPS frontend

public service.

You might have noticed that if you can access your OPNsense using your public WAN IP (https://YOUR_PUBLIC_IP/) the connection will be

secured, but upon furtherinspection you will see that your Let’s Encrypt certificate tied to your domain is beeing used.
While this is not a major security problemiit still presents at least some privacy issues.

To fix this we can present adummy certificate to everyone accessing your reverse proxy directly using your public WAN IP
(https://YOUR_PUBLIC_IP/).

Create anew CA: System --> Trust --> Authorities
Here we have to create aplaceholder certificate authority in order to create the placeholder certificate in the next step.
1. Name will be Invalid_SNI
2. Method issetto Create an internal Certificate Authority
3. Key Type should be Elliptic Curve
4. curve needstobe secp52iri
5. Digest Algorithm is SHA512
6. Lifetime canbe 10950

7. Fillinthe rest of the fields with: Invalid SNI

(00)

. Save.

Now, the certificate: System --> Trust --> Certificates

Create the placeholder certificate.

1. Method iS Create an internal Certificate

2. Descriptive Name iS Invalid_SNI

3. Certificate authority isalso Invalid_SNI
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5. Key Type is Elliptic Curve

6. Curve iS secp521ril

7. Digest Algorithm is SHA512

8. Lifetime canbe 10950

9. Private key location should be Save on this firewall

10. Fillinthe rest of the fields with: Invalid SNI .

11. Save.

Finally, getto: Services --> HAProxy --> Settings --> Virtual Services --> Public Services

The last thing lefttodois to configure the placeholder certificate as “Default certificate” inyour 1 HTTPS frontend .

1. Openyour 1 _HTTPS_frontend inyour Public Services

2. Scroll tothe pefault certificate section.

3. Choose our newly minted placeholder certificate, Invalid SNI

You should now no longer get presented with your trusted Let’s Encrypt certificate when accessing “https:;//YOUR_PUBLIC_IP”, but instead

with the “Invalid_SNI” certificate. Thus masking your IP address connected to your domains.

e TheMaw Techforthe basic pfsense style HAProxy Setup

e https://www.youtube.com/watch?v=uACQrhtsgFk

e TheHellSite forum post on OPNsense’s forums

» https://forum.opnsense.org/index.php?topic=23339.0

e OPNsense’sdocumentation

e https:;//docs.huihoo.com/mOn0Owall/opnsense/manual/how-tos/haproxy.html
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